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PLAN Security System 
Abstract 
Active Networks offer the ability to program the network on a per-router, per-user, or even per-packet 
basis. Unfortunately, this added programmability compromises the security of the system by allowing a 
wider range of potential attacks. Any feasible Active Network architecture therefore requires strong 
security guarantees. Of course, we should like these guarantees to come at the lowest possible price to 
the flexibility, performance, and usability of the system. 
The PLAN system is a distributed programming framework we have used to build an Active Network, 
PLANet [4]. In the PLAN system, code implementing distributed programs is broken into two parts: the 
PLAN level, and the Service Level. All programs in the PLAN level reside in the messages, or packets, that 
are sent between the nodes of the system. These programs are written in the Programming Language for 
Active Networks [6] (or simply, PLAN). PLAN programs serve to "glue" together Service level programs; 
PLAN may be thought of as a network scripting language. In contrast, Service level programs (or simply, 
services), reside at each node and are invoked by executing PLAN programs. Services are written in 
general-purpose languages (in particular, the language that the PLAN interpreter is written in) and may be 
dynamically loaded. 
The current Internet (IP and its supporting protocols) allows any user with a network connection to have 
some basic services. In addition to basic packet delivery provided by IP, basic information services like 
DNS, finger, and whois, and protocols like HTTP, FTP, TCP, SMTP, and so forth are provided. Similarly, a 
goal of PLANet is to allow any user of the network to have access to basic services; these services should 
naturally include some "activeness." This goal implies that some functionality, like packet delivery in the 
current Internet, should not require authentication; in PLANet, we allow "pure" PLAN programs to run 
unauthenticated. A PLAN program is considered "pure" if it only makes calls to services considered safe; 
for example, determining the name of the current host is a safe operation, while updating the host’s router 
table is not. Successfully calling unsafe services would require proper authorization. This security policy 
is stated more formally in the following subsection. 
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e`sQTpdlVhTUVv<`Rcxeb^UqneT[\'^
cdUyebk@|  cdUneT[\'^OcdUyebkHQ{`nBeVpxebl'Uqg6jebpHQTpxNK^UYnBUqp'PmebhnBeV^R_wr£ebpx:rt`RZ]UqUYk°NK\'hihTUqNKPR\'^q|  cxQT`O~®eVNKP
ebhThT\!Z)`]u`8PR\°²^UYh{e!PQiS'UYhTjd³UyeV`RQihTjP^e'Nm_kUq^srPRcd^Uqe'*eVhihT\:NYebPRQT\Vp@|
 ^& + E=1#	
pxNYUeFMOW4kd^\Vl'^eVn cxeV`)UK:UqNYu:PRUykxeV`sPOQiP`)eVhihT\!Z]UyhiQTnBQPyvQiPOnu`[POg%U_6QThihTUq|  cdQ{`)QTnBkdhiQTUq`
PRce!PPRcxU.MWöQipwPRUq^Rkx^RUYPRUY^nLux`sP)gUeVgdhiUzP\x¥
î'|43*02-,  1# 	-*8F
5<=c0c/=;/ &('*),+ -"%/01Ñ|
¢t~dnudhiPRQTkdhTU]MOW¶kd^R\'lV^mebn`<nejUY:UqNKudPRU]NY\VpxNYud^^RUqp'Phij'vqUyeVNmcf\'pdU]`Rcd\VuxhTX\'pdhijXg%U]NmcxeV^Rl'Uq
~\V^#PcdU)PQinBUOQiP]ceV`#PcdU Ê ]}vVpx\bP]ZcxQihTU)QiP]Q{`QTpPRcdUz`RNmcxUq:udhTQTpdlwudUYuxU)\V^gxhi\:Nm_VUyB\Vp¢ 'L|
  |4602EC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5<="%87:;/:9F=E= 0 	:;< >02E=Es|
 cdQT`1QTnBkdhTQiUy`PRcxebP1QiP#QT`1px\bP#UYpd\'udlVcLPR\XcxeS'UQTpx`sPR^uxNPQi\'p	NY\VudpwPRUq^`ZQiPRcdQTp	PRcdU8QTpwPRUY^kd^UKPUY^,/
`sUq^RS6Q{NKUq`]PcdUYn`RUYhTSVUq`8nLux`sP)gUfQTpwPRUY^^udk:PRUyFP\BcxebhiP)UK:UqNYu:PRQT\Vp.|
;
 cdU  x^m`[P#^UqwudQT^RUqn	UqpwPQTnBkdhiQTUq`Pcxe!P#ZU]pxUYUqPR\z\VgdPebQTp	Qip:~\'^RnebPRQT\Vp~^\Vn4PcdUO Ê ebnBh6PRcx^RUyeV
`NmcdUq:uxhiUq^zeVg\'u:Pk%UY^Rr+Pcd^UqeVUY:UqNKudPRQT\Vp°PQinBUq`q|  cdUY^UK~\'^RU'vZUceSVUUYwPUYpxdUq°PcdU	Qip:~\'^RnebPRQT\Vp
`sPR\V^Uqg6j°PRcxUF`RNmcdUy:udhTUY^eVg\'u:PfUqeVNmcPRcx^RUyeVPR\°QTpxNKhTux:U	PRcxUFebnB\VudpwP\V~ Ê }oPQinBUux`RUqPRc6ux`
~®eb^y|  cdQ{`S!eVhiudU	Q{`Oudk<debPRUqUqe'Nmc°PRQTnBU	e*NK\'p'PUK6Psr£`RZQPmNmcH\:NYNKux^`zebpxQT`neV:UBeS!ebQThTeVgdhTUQTpHPRcxU
PRcx^RUyeVd`8kxe'Nm_!eblVUzQTp'PUY^R~®eVNYUV|
 cdU`RUqNY\Vpx^UqwudQT^UYnBUYpwPQTnBkdhiQTUq`PRce!P	e°PRcd^Uqe'^RudpxpdQipxlMOWkx^R\'lV^mebn`NYeVp»gU*_6QihThiUy
`e!~UYhTjV|  cdUQ{`R`RudUBcdUq^RUBQ{`zPRcxebPzPcdUFMOWôkd^\Vl'^eVnÞNY\Vudh{gUQTpPRcdUBnBQTx:hiU\V~e`RUY^SwQ{NKUBNYeVhih
ZcdQ{NmcQ{`.UY:UqNKudPRQTpdlOZQiPRcdQTpBeONK^QiPRQ{NYebh6`RUqNPQi\'p@|.¢t~xPRcdUkd^\VlV^mebn¼QT`_6QThihTUqvPcdUYpLnu:PUKl'uxeb^m:QTpdlPRcxU
`RUqNPQi\'p*Q{`8pdUqSVUY^8^UYhTUqe'`sUyv6kd^RUqSVUqp'PQipxlL\VPRcdUq^kd^R\'lV^mebn`~^R\'nõeVNqNKUq``RQipdlPRcdUxe!Pex|#Édud^RPRcdUq^RnB\'^RU'v
QiP)QT`px\bPUYpd\'udlVc*PR\F`RQTn	kxhij*_VUYUqkP^e'Nm_\b~1nu:PUKSeV^RQ{ebgxhiUy`eVpx^RUqhiUyeV`RUOPcd\'`RUfe!PPcd^RUyeV6r£:Uye!PRc.|
 cdU	^RUyeV`R\Vp°Q{`)Pcxe!PfeNK^QPQTNqebh1`sUyNPRQT\Vpkd^RUy`suxnBeVgdhTjl'uxeb^md`e«RÎ!ÙxØYÎV­Y+¬®ÐbÙ*QTpHZcdQ{NmceVhih1\V^pd\VpxU
\b~PRcxUf\Vk%UY^me!PRQT\Vp``Rcd\'udhTPeV_VUXkdh{eVNYUP\kd^Uq`RUY^SVUNY\Vpx`RQ{`[PUYpxNYjV|
 cdUeVkdkd^\'eVNmc*PRce!PZUXPeV_VUf^Uq`RUYnLgdhiUy`8PRce!P)Pmeb_VUqp°g6j*X¸:¢.PRcd^Uqe'd`q| 3 QiPRc°UyeVNmcPRcx^RUyeV
ZUeV``R\6NYQTebPRUOeL`[PmeVNm_B\b~]­Y¦imÎ!ÙÔyÓÚdÎbÙ%Û6¦iY«mØ| 3 cdUqpFPRcxUOPcd^RUyeVQ{`]_wQThThiUyv:Uqe'NmccxebpxdhiUq^]Q{`k%\VkxkUy
\baebpxUY:UqNKudPRUq@|)}O`RQipdlFPRcdQ{`OnBUyNmcxebpdQ{`RnvZ]ULNYebpHNY\::UNK^QiPRQ{NYebh`sUyNPQi\'px`Oe'`8~\VhThi\!Z)`q| 3 U	ebhiPRUq^
PRcxUzNqebhThP\LhT\:Nm_enLu:PRUYPR\Bebh{`s\Lkdux`Rc*ecebpx:hTUY^P\Ludpxhi\:Nm_	PRcxebPnLu:PRUY|#¢t~@PRcdUzPcd^RUyeVQ{`_6QihThiUy
:ud^QTpdlXPRcdU)NY^RQiPRQ{NYeVhx`RUqNPQi\'p@v!PcdU)nudPRUK	ZQihThdg%U)udpdhT\:Nm_VUyg6jPcdU)NKhTUqeVp6udkBcxebpxdhiUq^q|¢t~PcdUONY^RQiPRQ{NYeVh
`RUqNPQi\'pHNK\'n	kxhiUYPRUq`pd\'^RnebhThTjPcdUYpH^me!PcdUY^OPRcxeVpNYeVhihTQTpdlFudpdhT\:Nm_°:Qi^UqNKPRhTjPcdULNYhiUyebp6udkHcebpx:hTUY^QT`
k%\Vkdk%Uq\Va\b~PRcxU`[PmeVNm_ebpxQTpwS'\V_'Uq| Y]jebhThi\!ZQTpdlB\VpxhijNK^QPQTNqebh.`RUqNKPRQT\Vpx`8P\Fg%UNK\::Uy*ZUNYeVp
g%U`sud^UzPRcxebPPRcdU`sPe'Nm_F`sUqnebpwPRQ{NY`8\V~PcdUNKhTUqeVpwuxk*cxeVpx:hTUY^m`8ZQihTh@g%UNK\'^R^UqNKPq|
M)px\bPRcxUY^fk%\'``sQTgdhTjHnB\V^U	UqhiUql'eVp'P`R\VhTu:PRQT\VpZ\Vudh{g%UBPR\HNqebux`RUe*PRcd^Uqe'HP\HeV`RjwpNmcd^R\'pd\Vu`shTj
^mebQ{`sUOeVpUKdNKUqk:PRQT\VpZcdUYpQiPQ{`_6QThihTUq@|  cxUOUKdNYUYk:PQi\'pNK\'udhT	PcdUYp*gUzNYeVudlVcwPg6jBNK\VpwPUK6PRuxeVhNY\6dU
PR\zk%UY^R~\V^níNKhTUqebp6udk.|  cdQ{`QT`PRcxU8eVkdkd^\'e'NmcXPeb_'UYpLgwj weS!ed|  cxU8dQ FNKuxhP[jfcdUq^RUQ{`.Pcxe!PPRcxU8dUqe!Pc
\b~PRcdULPRcd^Uqe'H:UqkUqpxd`z\VpPRcdU	UKdNKUqk:PRQT\Vp^RUyeVNmcdQTpdlPcdU	PR\VkdrhTUYS'UYhvZcdQ{NmcNqebpHg%U	kd^RUqSVUqp'PUq°g6j
NYebPNmcdQTpdlebppd\VP)^RUYPRcd^\!ZQTpdlPcdUfUKdNYUYk:PQi\'p@|
M)px\bPRcxUY^eVkdkd^\'e'Nmc*Pcxe!PzZ]U'· S'UfPRcx\Vudl'c'Pzebg%\Vu:PPR\neV_VUfPcd^RUyeV6rt_6QihThTQipdlF`e!~ULQT`)PR\*UYhTQinBQTpxe!PU
gdhT\:Nm_wQTpdl`sj6pxNmcd^\VpxQißye!PRQT\Vp»UqpwPRQT^RUqhij'vQip¶~®eSV\'^\b~pd\Vp:rtgdhT\:Nm_wQTpdl`sj6pxNmcd^\VpxQißye!PRQT\VpÜ²+WSY¸d³   ¡|¤M
NK\'p6SVUYpxQiUqp'PebPR\VnBQ{N	\Vk%UY^me!PRQT\VppdUqUq:Uyg6jW Y¸eVhil'\V^QPcdn`XQT`f½ Ê M¸ë²_R½\VudgxhiU Ê \'n	keb^U	eVpx
¸6Z8ebk`w³v6ZcdQ{Nmc*ZUXgUqhiQTUYS'UfNYebp*gU`e!~UqhijFNY\::Uq*Qip*PRcxUNK\VpwPUK6P\V~.PcdUL Ê ebnBh%PRcd^Uqe'd`8`sj:`sPRUqn|
Ë°\'^RUX^Uq`RUqeb^mNmcFQ{`pdUqUq:UyQTpPRcdQ{`)eb^Uqex|
ÉQipebhThij'v:Z]Uznux`sP):UqNYQTdUfZcdUYpebpx*cd\!ZÑP\BcxebhiP)eLnBQ{`sg%UYceSwQTpdl	kd^\VlV^mebn|  cdUf'uxUq`sPRQT\Vp\b~
ZcdUqpLQ{`1:UqNYQT:Uyg6jfpd\::U8k%\VhTQTNYjfNYud^^RUqp'PhijfZU8ebhThi\!Z»PcdU`sk%UqNYQ %NYe!PQi\'p\V~xg\VPRcBebp	UYh{ebkx`RUqPRQTnBU
²ZcxQTNmc	NK\Vuxp'Pm`@PQinBU8`sk%UYpwP1gdhT\6Nm_'UqfQTpLe`sUq^RS6Q{NKU]\V^\Vp¢ 'X³@ebpe Ê ]}»PQinBU8hiQTnBQPy| " p:~\V^mNKUqnBUYpwP
Q{`:\VpdUzS6QTeBeµ Z8e!PmNmcx:\'lx·wPRcd^Uqe'FZcdQ{Nmc^Rudp`8Qipkxeb^mebhThTUYh%ZQPcUY:UqNKudPRQTpdl	].MW¼kx^R\'lV^mebn|  cxU
Z8e!PNmc:\VlPcd^UqeVZeV_VUy`)udkQip`scd\'^sPzQipNK^UYnBUYpwP`XeVpx°k%\VhThT`PRcxU	NYud^R^UYpwPzn	UqnB\V^j²+`sUqULg%UYhT\!ZO³v
Ê }vebpx°UqhTeVkx`RUq°PQinBUB`[Pme!PQT`sPRQ{NY`z\b~PRcdULPRcd^Uqe'°UYS!eVhiuxebPRQTpdl*PRcdUBMOWokd^R\'lV^mebn|XpNKULPRcxebP
PRcx^RUyeV`sud^kxe'`R`RUq`8eB`sk%UqNYQ Uq*PRcd^Uq`Rcdcd\'hT@v6PRcdUXPcd^RUyeV*QT`)_wQThThiUy|
 1#"/ #E==1	
 'ux`[PXeV`OQPzQT`pd\bPzUYpd\'udlVcP\cxeS'UeF].MOW§Qip`[P^RuxNKPRQT\VpNY\VudpwPUY^)P\FP^e'Nm_UK:UyNKu:PQi\'p°PRQTnBUVv<QPzQT`
pd\VPzUqpd\Vudl'cHP\*cxeS'ULe*.MWoeVhihT\:NYebPRQT\VpNY\VudpwPRUq^q¹<PcdQ{`XQT`zg%UqNYeVux`RULnBUYnB\'^RjnejgUebhThT\6Nqe!PUq
eV`	eH^Uq`RudhiP	\V~Oe`RUY^S6QTNYUFQTpwS'\:NYe!PQi\'p@|  cdUY^UK~\'^RU'vZU^RUqhij\VpPRcdUH Ê ebnBh^RudpwPQinBU`sj:`sPRUYnP\
PR^meVNm_`sj:`sPRUqnZQ{:UebhThT\6Nqe!PQi\'p@|  cdU^udpwPRQTn	ULNKud^^RUqpwPRhTjFPR^meVNm_:`lweb^gxebl'UfNK\VhThTUqNPQi\'pHebpxnBUqn	\'^Rj
ebhThT\6Nqe!PQi\'pQTp:~\'^Rne!PQi\'p\VpHeF`Rj:`[PUYn	rZQ{:U'vx^me!PRcxUY^Pcxebp°k%UY^Rr+Pcd^UqeVgxe'`sQ{`q|  cdUq^RUY~\V^UVvZ]UfcxeS'U
UK6PUYpx:UyFPcdUXQipd~\V^nBebPRQT\Vp`[P\V^UqgwjBPcdU`NmcdUq:uxhiUq^8eVg\'u:PUqe'NmcFPRcx^RUyeVP\BQipxNYhiu:UzPRcdUeVn	\'udpwP
\b~XnBUYnB\V^j¶eVhihT\:NYe!PUqPRc6ux`B~®eV^q|  cdQ{`BS!ebhTudU°Q{`udk<de!PUq¯Uqe'Nmc¶PQinBUHeNK\'p'PUK6Psr£`RZQPmNmc¤\:NYNYud^m`
ebpFQ{`]ne':UfeSeVQih{ebgxhiUQipPRcdUzPRcx^RUyeVd`kxe'Nm_eVlVU)QTpwPRUq^s~®e'NKUV| 3 UfeVd:QiPRQT\VpebhThijBudk<de!PUzPRcdUfNK\'udpwPRUq^
ZcdUqpdUYS'UY^QPm`NKud^^RUqpwP]S!ebhTudUzQT`wudUq^RQTUq¹wPcdQT`8UqpxebgxhiUy`]ePRcd^Uqe'P\	NmcdUyNm_QPm`\!Zp*ebhThT\6Nqe!PQi\'peV`QiP
lV\6Uy`Y|
MO`QTpx:Q{NYebPRUq	ebg%\!SVU'vyPRcdU8Z8e!PNmc:\VlOPRcd^Uqe'k%\VhThT`PRcxUnBUqn	\'^RjNY\VudpwPUY^1e!P#^RUqlVudh{eb^QTpxNK^UYnBUYpwPm`

ebp¤NY\VnBkxeb^Uq`	QiPFebl'eVQip`[P	PRcdUHeVhihT\!Z8ebgdhTUFPcd^RUy`scxcd\Vh{v_6QThihTQTpdlPRcdU°MOW´PRcx^RUyeV¤Q~XpdUqNYUq``ReV^Rj'|
¸6QTpxNKUMOWºkd^\Vl'^eVnB`NYebp¯ebhThi\:Nqe!PRUUK:k%\VpdUqpwPRQ{ebhThijÑ²®e'`	Z]U`ReZUyeb^hiQTUY^³v1PcdUY^UQT`LPRcxUZ\V^^j
PRce!P)PcdUPcd^RUy`scxcd\Vh{ZQihTh.g%Upx\Vp:rPR^QiS6Q{ebhThij*UKdNKUqUq:UygUY~\V^UfPRcdULZebPNmcxd\VlNmcdUqNm_:`8PcdULNY\VudpwPUY^y|
3 UfcxeSVUqp@· P8~\'udpx*PRcdQ{`8P\	g%Ue	kd^\VgdhTUYn QTpkd^meVNPQTNYUV|
pdUfkd^\VgxhiUqnõZQiPRc°PcdQT`ebkdkx^R\weVNmcQT`)PRcxebP)PRcdU_wQTpx\V~1nBUqn	\'^RjebhThi\:Nqe!PRUygwj*PRcxUpd\::U:uxU
PR\Hekeb^RPRQ{NKudh{eb^].MOW kx^R\'lV^mebnÝQ{`fpd\bPNYhTe'`R`RQ4 xUqQTpeVp6jZ8ejV|  cdQ{`fkd^UYS'UYpwP`XPcdUpd\::UB~^\Vn
neb_6QTpdlXux`sU\V~<NYhTe'`R`RQ4 NYebPRQT\Vp:rtgxeV`RUqk\'hiQ{NKQTUq`q|1Éd\V^UKdebnBkdhTUVvbZUnBQil'cwPZeVp'P1P\`RejfPcxe!Pef].MW
kd^\Vl'^eVnoNYeVpebhThT\6Nqe!PUgwjwPUq`]\b~£K×OÓdÐb«RÎ!«fLØtÎbt²  Ê · UqFZcdUYpPRcdUz.MWÜkd^\Vl'^eVn  xpxQT`RcdUq`m³v
ebpñ g6jwPRUq`1\V~.«RKØ¬®ÛVYÙxØm£Î!£8²®`sPebPRU]PRcxebP^RUqnebQTpx`.ZcxUYpLPRcdUMOW¯kd^\Vl'^eVnöcebhiP`m³| 3 U8nBQil'cwP
ebh{`R\hiQT_VUfP\neb_'UX~ud^RPRcdUq^z`Rudg:r£NKh{eV``sQ4 Nqe!PRQT\Vp`Yvx`RuxNmcHe'`Y¥8ebhTh.^Uq`RQTdUYpwP`sPe!PUebhThT\6Nqe!PUqg6j`RUY^S6QTNYU
  `Rcd\VuxhT°px\bPg%ULebPsP^RQTgdu:PUq°P\FPcdU	].MWíkd^\Vl'^eVnò²®`RQTpxNKUPRcdUB`sUq^RS6Q{NKUkx^RUy`sudneVgdhijnebpeblVUy`
QiP`\!Zp`[Pme!PUy³|
&S:$ "1#0>
3 UL^mebpH`R\VnBUk%UY^R~\V^nebpxNYUPUq`sP`OPR\*dUKPRUq^RnBQTpdULPRcdU	\!SVUq^RcdUyeVQTn	k%\'`RUqHgwjPcdUq`RU	Nmcebpdl'Uq`q| 3 U
 x^m`[P^eVp`R\VnBUOnBQ{NK^\Vg%UYpxNmcdneV^R_:`#P\L:UYPRUq^RnBQTpdUgeV`RQTNO\!SVUY^cdUyeVd`q| 3 UO~\'udpxBPcxe!PyvdeV`]UK:k%UqNPUq¥
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V  cdU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e'd:QiPRQT\VpxeVh`RUY^SwQ{NKUNYebhThTUq@:%'Å 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ebudPRcdUqp'PQTNqe!PUq°kd^QTpxNKQTkxebhg6j°eV``s\:NKQ{e!PQipxlQPXZQPcHPcdULNYud^R^UYpwPPRcd^Uqe'QT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 cdUq^RU	eb^ULebh{`R\FPRcx^RUqUkd^\VgdhTUYn`ZQPc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 cdQ{`)ebkxkd^R\weVNmc*cxeV`PcdUeVdSeVpwPebl'U\V~1`NYeVhTeVgdQThiQiP[jV|¢t~1ZUfcxeSVU°kd^QipNKQTkxebh{`)ebp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Uqe'NmcH`sUq^RS6Q{NKUebpUqeVNmckd^QTpxNKQTkxebhQT`
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	ó 	FPcdUYpPRcxU
`RUY^SwQ{NKUXQTp6SV\:NYebPRQT\Vp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